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Introduction

myGov is one of the most heavily used digital platforms in Australia, providing a
centralised entry point for people to access critical government services. It has become
an indispensable piece of Australian national digital infrastructure, serving as a
fundamental link to connect people to government.

myGov started as a secure authentication solution for a few government services and has grown

to become one of the most heavily relied upon government platforms, with approximately 26 million
active accounts, 3.3 million app users and more than 782,000 sign ins per day. Currently, it provides
secure and rapid access to a range of government services, some whole-of-government content,
and a number of supporting capabilities, such as the inbox.

The myGov User Audit commenced in September 2022 and was conducted by an independent
audit panel. The aim of the audit was to review the current state and possibilities for myGov and
make recommendations to shape its future direction.

The independent audit panel consulted with users, industry, and peak bodies, and engaged all tiers
of government to inform their findings.

The critical national infrastructure—myGov User Audit report (the report) was publicly released

by Senator the Hon Katy Gallagher, Minister for Finance and Minister for Women and the

Public Service, and the Hon Bill Shorten, Minister for the National Disability Insurance Scheme and
Minister for Government Services, on 31 January 2023.

=| Volume 1 of the report contains the panel’s 10 findings and 10 recommendations. These go
— |J to the heart of systemic issues and set the pathway to fulfil myGov’s potential as critical
national infrastructure.

Volume 2 of the report contains detailed analysis and guiding actions to meet Australians’
= P needs and expectations for digital government services.

In the 2023—24 Budget, Government invested a further $134.5 million to operate and maintain the
myGov platform.

Page 4 of 20 Independent Audit ‘Critical National Infrastructure — myGov User Audit’



Foreword

We welcome the myGov User Audit Report (the report) which presents us with an
opportunity to fundamentally reshape the way government services are delivered.

Thank you to the independent panel chaired by Mr David Thodey AO, with Professor Edward Santow,
Professor Emily Banks AM, Commissioner Julie Inman Grant and Mr Amit Singh, for their comprehensive
review and thought-leadership.

myGov is a recognised government brand and is part of most Australians’ lives. Today there are
more than 26 million myGov accounts with more than 782,000 sign ins per day and 3.3 million app users.

It has become an indispensable national infrastructure delivering essential digital public services to
support people through their lives, including during emergencies and disasters.

Clearly, we need to implement the future of digital government service delivery through myGov.

The 10 findings and recommendations of the report go to the heart of systemic issues holding us
back. We agree we need to address these issues to unlock the value of government policies and
simplify government services.

Like many other countries in the world, the Australian government aims to create a digital ecosystem
where services are connected, secure and seamless.

Our response to the report is part of setting a clear pathway to achieve that ecosystem in lockstep
with the Data and Digital Government Strategy and Digital ID work.

The establishment of a dedicated team to make early progress towards the strategy and
implementation of myGov as a primary front door shows we understand the need for well thought-
out implementation, and whole-of-government action to deliver on the government’s position.

We are committed to establishing the foundations and to investing in and scaling myGov to deliver
the world class digital services Australians expect.

|l Lo boggi

Minister Bill Shorten Senator the Hon Katy Gallagher
Minister for the National Disability Insurance Scheme, Minister for Finance,
Minister for Government Services Minister for Women,

Minister for the Public Service
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Summary of Responses

MYGOV AUDIT RESPONSE OVERVIEW POSITION

Recommendation 1 Agreed

Confirm myGov as the ‘go to’ place for people to access services online from the
Australian Government and communicate with all Australians.

To support citizens to navigate government services and to drive efficient and effective digital
investment, Government agrees to a unified and pragmatic whole-of-government approach
to myGov as a primary front door. Government will define a decision-making framework

in consultation with whole-of-government input to provide clear guidelines for agencies to
determine where their service fits into the broader delivery of government services to curb
the proliferation of new front doors, consolidate the existing digital ecosystem, and identify
opportunities to reuse systems and reduce duplicative investment.

Government notes that seamless and connected services are constrained by government
organising structures which makes achieving the full extent of this recommendation difficult
and costly.

Removing barriers to implementation will be further explored by Government in progressing
work under recommendations 3 and 7. Government has commenced work towards this
recommendation, however there is a need to increase whole-of-government oversight of
investments in the digital service delivery ecosystem.

Recommendation 2 Agreed

Ensure myGov leaves no one behind and upholds Australians’ human rights.

Government will develop a Digital Inclusion Standard that ensures services are designed and
delivered to leave no one behind. This new standard will set levels of acceptable delivery of
digital services to Indigenous communities, designing and building services that are inclusive
and accessible, and uphold human rights. Government agrees to ensure myGov is designed and
delivered according to this standard.

Government has agreed through the Data and Digital Ministers Meeting to progress initiatives
related to digital literacy, inclusion and connectivity across all tiers of government.

Government notes Services Australia has broad reaching infrastructure and capabilities including
service centres, remote and regional support and telephony services that could be leveraged to
support a collective approach in delivering to citizens.
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MYGOV AUDIT RESPONSE OVERVIEW POSITION

Recommendation 3 Noted

Legislate myGov as national service delivery infrastructure.

Government recognises the potential for legislating myGov as national infrastructure.

The current legislative environment for myGov impedes service delivery, particularly around
data and personal information that may hinder the realisation of the aspirations outlined in the
Audit. Government will invest in further discovery work to inform decisions and actions toward
this recommendation.

Recommendation 4 Agreed in-principle

Provide ongoing annual funding of myGov at the same level as sustainment funding in
2021-22 and the Enhanced myGov Program and establish a ‘myGov development fund’ to
resource onboarding of new services and improvement of existing linked services.

Government agrees in-principle to fund myGov as national infrastructure with appropriate
allocations to preserve and operate the service, ensuring it remains secure and contemporary.
Noting $134.5 million was committed in 2023—-24 Budget to operate and maintain myGov for one
year. Further analysis will be completed and brought back in the 2024—-25 Budget context for
ongoing operate and maintenance needs.

Recommendation 5 Agreed in-principle

Publish during 2023 a rolling 5 year roadmap for developing myGov, updated annually.

Government agrees in-principle to develop a rolling roadmap that sets out new services and
functionality through myGov that will be integrated and published for citizens, including, as part of
the implementation plan for the Data and Digital Government Strategy. Major improvements and
enhancements will be prioritised and overseen by the governance outlined in recommendation 7.
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MYGOV AUDIT RESPONSE OVERVIEW POSITION

Recommendation 6 Agreed

Accelerate development of Australia’s national digital identity ecosystem, prioritising the
protection of security, privacy, safety, and other human rights with a view to government
digital identity being safe, easy to use and secure.

Digital ID is a voluntary, secure and trusted way for Australians to use the government services
they rely on. The expanded use of Digital IDs will ensure that in the future, government services
are easier for citizens to access. Government supports accelerated development of Australia's
national digital identity ecosystem and the introduction of legislation to support its broader rollout.
Implementation of this recommendation will be guided by the outcomes of the Department of
Finance led Digital Identity Taskforce. The Government has invested to sustain and develop the
next stage of the Digital ID Program, as it transitions to an economy-wide Digital ID ecosystem with
an independent regulator.

Recommendation 7 Agreed in-principle

Introduce by mid-2023 citizen-centred governance and operational arrangements
for myGov and myGovID to overcome government siloes and drive inclusion and
performance.

Government will develop revised governance arrangements to support the future of myGov.
The first step will be the establishment of an independently chaired advisory board that

will provide expert advice to the Minister of Government Services to shape the future of
government services.

Governance of myGov and myGovID will remain separate, with myGovID remaining part
of the Digital ID Program, to consider whole of economy impacts, whilst myGov focuses on
Government service delivery.

Recommendation 8 Agreed

Partner with the states and territories on a 5 year plan to make it easy for people to find
and do what they need to across all levels of government.

Government will continue to work with jurisdictions to deliver connected services for citizens.
Government will establish a Commonwealth and state and territory working group, through the
Data and Digital Ministers Meeting, to develop a plan. The plan would expand beyond the Audit’'s
recommendation by covering digital service integration across all sectors, leveraging work on life
events, digital identity and verifiable credentials, and a plan to develop interoperability standards.
The plan will intersect with the roadmap for myGov as outlined in recommendation 5.
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MYGOV AUDIT RESPONSE OVERVIEW POSITION

Recommendation 9 Agreed in-principle

Design and build myGov in alignment with a refreshed and enforced Australian
Government Architecture, incorporating the Design System and the Service Standard.

The Digital Transformation Agency has launched a refreshed platform to better navigate and apply
the Australian Government Architecture to digital investments.

Government, through the Digital Transformation Agency, has developed a new Digital Service
Standard to standardise the way digital services are designed, delivered and maintained, and
better support agencies through enhanced guidance materials that accounts for varying levels

of digital maturity. Adherence to these standards and policies will be monitored and governed
under recommendation 7. The Standard is supported by a whole-of-government digital service
performance framework, providing measurements to assess and improve the quality of Australian
Government digital services, in line with its digital government vision and as part of the Data and
Digital Government Strategy’s measurement framework.

Recommendation 10 Agreed in-principle

Services Australia develop and adopt a new world-class approach to service and support
to government agencies utilising myGov.

To realise the vision for myGov, Government acknowledges the need for myGov to be the

most responsive and contemporary part of the delivery system and make pragmatic changes

to ensure myGov is offering contemporary support and solutions to agencies. Government will
progress work to develop a new approach to enable the opportunity to build once and use many
times to meet the needs of a range of service delivery challenges. It will also provide an opportunity
to explore government services being delivered in new, non- traditional and flexible ways that
avoids additional costs to Government through the development of duplicated and bespoke
solutions and delivers a better service for Australians.

Government, through Services Australia, will review its current approach to operating and
delivering across government agencies. This will be done in consultation with existing and
potential new partner services focusing on ways to deliver value easily and quickly. Achieving
a new world-class approach to service and support for agencies utilising myGov will be
underpinned and further enabled under recommendations 4, 5 and 7.
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Recommendation 1

Confirm myGov as the ‘go to’ place for people to access
services online from the Australian Government and
communicate with all Australians.

Government agrees to the recommendation.

Government notes services are still widely distributed across multiple websites and apps, meaning
people have to navigate multiple sources of information built around complex government
structures to access the support they need. Government will establish a Digital Access Standard
through whole-of-government consultation that sets the decision-making criteria to promote digital
consolidation, identify opportunities to reuse systems and reduce duplicative investment.

It is the Government’s ambition that myGov provides a primary front door for individuals to access
digital Government services as a future state. Simplifying and consolidating the broader service
delivery ecosystem provides opportunity for economic, social and service delivery benefits.
Further decisions by government will inform the future of myGov and its role.

Government has commenced work towards this recommendation, however there is a need to
increase whole-of-government oversight of investments in the digital service delivery ecosystem.

Document execution makes interacting with government services easier

Government has commenced addressing the audit recommendations to make services simple
through the delivery of a document execution function within myGov, meaning people no
longer need to find someone to manually witness their statutory declaration. Moving forward,
there is potential for this capability to be re-used across government services enabling a
seamless user experience, such as for passport renewals.
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Recommendation 2

Ensure myGov leaves no one behind and upholds Australians’
@ human rights.

Government agrees to the recommendation.

Digital and online platforms are a huge part of our everyday lives, but 1 in 4 people

in Australia are currently facing barriers to accessing or making best use of them
— Hon. Minister Amanda Rishworth

Government will develop a Digital Inclusion Standard that sets requirements for agencies to deliver
inclusive and accessible government digital services to ensure services are designed and delivered
to leave no one behind. These standards will set levels of acceptable delivery of digital services to
all communities including Indigenous, those living with or caring for someone with a disability, and
culturally and linguistically diverse.

Government acknowledges a greater emphasis on consultation with citizens, peak bodies,
advocacy groups and front-line service delivery staff throughout the design and development of new
government services and capabilities is required.

Government will explore avenues to reducing language and literacy barriers for people accessing a
digital service. Government notes Services Australia has experience and significant broad-reaching
infrastructure and capabilities, including service centres, remote and regional support and telephony
services that could be leveraged to support a collective approach in delivering services to people.
Government will consider further decisions needed in relation to ensuring people can switch to
another channel if myGov does not work for them.

Government recognises there is an important role in improving digital literacy for all people in
Australia, as a way to reducing barriers to access digital services. Government has agreed through
the Data and Digital Ministers Meeting to progress initiatives related to digital literacy, inclusion and
connectivity across Commonwealth, state and territory governments.

Government notes the outcomes of the Privacy Act Review will have implications for the delivery of
this recommendation, including how government progresses consent and nominee arrangements.

Connecting vulnerable people to government services

Government has implemented a pilot to provide support to vulnerable people in Australia

with complex circumstances to access essential government services. Services Australia

is working alongside, and onsite, with community organisations to connect vulnerable
customers who don’t have access to apps and computers to claim payments and connect with
government and community services based on their individual circumstances.

In the 2023—-24 Budget, Government provided:

« $10.0 million over 3 years for broadband and mobile services upgrades to support digital
connectivity needs for First Nations people in Central Australia through the Regional
Connectivity Program.

+ $0.3 million to provide mobile and internet for Wi-Fi connectivity in Alice Springs Town
Camps through the Digital Connectivity Project.

Department of Social Services [website] accessed July 2023, <https://ministers.dss.gov.au/media-releases/8936>
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Recommendation 3

Legislate myGov as national service delivery infrastructure.

Government notes the recommendation.

Government notes that a number of practical barriers remain in place that inhibit the vision for
myGov to join-up service delivery for individuals. This includes the interplay between key parts
of program legislation, secrecy provisions and statutory requirements that prevent end-to-end

information sharing and connected experiences.

Government agrees to exploring pathways that will support the joined-up delivery of government
services and will invest in further discovery work to investigate what, if any, are the legislative barriers
in realising the potential of myGov, how legislation could further improve citizen’s rights and confidence
in digital services, and to inform government’s decisions and actions toward this recommendation.

Technology and the digital world is accelerating and legislation has not kept pace

Government have finalised their response to the Privacy Act Review, aimed at strengthening
and modernising Australian Privacy Laws. The outcomes of this review will have implications
for future practices, procedures and systems for handling personal information.

Attorney-General’'s Department [website] accessed August 2023,
<https://lwww.ag.gov.au/rights-and-protections/publications/privacy-act-review-report>
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Recommendation 4

< Provide ongoing annual funding of myGov at the same level as

0,’$3 sustainment funding in 2021-22 and the Enhanced myGov Program

\ E\, and establish a ‘myGov development fund’ to resource onboarding
of new services and improvement of existing linked services.

Government agrees in-principle to the recommendation.

Government acknowledges that the investment made to date to enhance myGov has created

a secure, scalable foundation to support the onboarding of new services and capabilities.

The 2023-24 Budget invested $134.5 million to operate and maintain myGov, ensuring it remains
contemporary, secure and user-friendly.

Government will make a decision on appropriate ongoing funding for myGov in the 2024—-25 Budget
to preserve and operate the platform, ensuring it remains secure and contemporary.

Government invested more than $2 billion for digital and ICT capabilities in the
2023-24 Budget

The Data and Digital Government Strategy highlights the need for new funding models to provide
secure, ongoing funding to support whole-of-government digital and ICT delivery. Services Australia
will explore funding options for onboarding and future improvements to myGov.
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Recommendation 5

Publish during 2023 a rolling 5-year roadmap for developing
myGov, updated annually.

Government agrees in-principle to the recommendation

Government agrees to develop a rolling roadmap for myGov that sets out services and functionality
through myGov that will be reviewed every 12 months, and published to citizens as part of

the broader government implementation plan for the Data and Digital Government Strategy.

The roadmap will set out the strategic vision for myGov and will be informed by government
priorities, policies, insights from customer research and feedback.

The Australian Government will deliver simple, secure and connected public services
for all people and business through world class data and digital capabilities by 2030
— Data and Digital Government Strategy

Government’s vision for the future of digital government services

Government has set their vision for the future of digital government services through the Data

and Digital Government Strategy. The strategy confirms commitment for the Commonwealth
to work collaboratively, and with all tiers of government, industry and academia to progress
towards the 2030 vision.

Data and Digital [website], Data and Digital Government Strategy, released 2023 <https:www.dataanddigital.gov.au>
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Recommendation 6

Accelerate development of Australia’s national digital identity
O ecosystem, prioritising the protection of security, privacy,
safety, and other human rights with a view to government
digital identity being safe, easy to use and secure.

Z

Government agrees to the recommendation.

Australia’s approach to identity resilience needs to keep pace with our economic
and social activities, and the changing nature of identity crime
— National Strategy for Identity Resilience.

Government notes that a Digital Identity (Digital ID) provides a secure way for people to access
their online services. Creating and using a Digital ID is a voluntary, secure and convenient way
for Australians to access government services they rely on. The Australian Government Digital ID
provider is myGovID and can be used as credentials to sign in to myGov, reducing the need to
remember usernames and passwords. Using a Digital ID to access services includes the ability to
allow people to digitally confirm their identity when accessing services.

Government supports accelerated development of Australia’s national digital identity system and
the introduction of legislation to support its broader rollout. Implementation of this recommendation
will be guided by the outcomes of the Department of Finance-led Digital ID Taskforce, including

to progress Digital ID legislation. The Government has invested to sustain and develop the next
stage of the Digital ID Program, as it transitions to an economy-wide Digital ID ecosystem with an
independent regulator. The expanded use of Digital ID will ensure that, in the future, services will be
able to choose to use Digital ID instead of collecting people’s personal information, thereby helping
to minimise the impact of future potential data breaches involving identity data.

Working together to protect people from identity crime

The National Strategy for Identity Resilience was released and demonstrates the
commitment by the Commonwealth and state and territory governments to work together
to better protect the people of Australia from identity crime. This strategy is an important
part of the broader whole-of-nation cyber security efforts, including the development of the
2023-2030 Australian Cyber Security Strategy.

Department of Home Affairs, National Strategy for Identity Resilience — Resilient identities — hard to steal, and if compromised,
easy to restore 2023.
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Recommendation 7

Introduce by mid-2023 citizen-centred governance and
operational arrangements for myGov and myGovID to overcome
government siloes and drive inclusion and performance.

Government agrees in-principle to the recommendation.

Future governance arrangements will be considered as part of long-term funding for myGov in the
Budget process. Renewed governance arrangements will be designed to underpin a joined-up
service delivery model through ongoing collaboration across government to put citizens at the

heart of the decision-making process, and give a voice to partner services in myGov decisions.

An interim Independent Advisory Board was established in December 2023 to provide expert advice
to the Minister for Government Services on projects, policies and initiatives ensuring they are
ethical, uphold human rights, have a focus on customer service and are beneficial to Australians

and the economy.

In alignment with the Government’s Digital ID program, Government agrees that governance of
myGov and myGovID will remain separate, with myGovID remaining part of the Digital ID Program,
to consider whole of economy impacts, whilst myGov focuses on Government service delivery.

Governance mechanisms are strong, however there is more to do

Government confirms through the Data and Digital Government Strategy that there are strong

governance mechanisms in place to coordinate cross agency efforts with state and territory
governments. This includes the inter-jurisdictional forums like the Data and Digital Ministers
Meeting and cross-APS bodies such as the Secretaries’ Digital and Data Committee.

Data and Digital [website], Data and Digital Government Strategy, released 2023 <https:www.dataanddigital.gov.au>
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Recommendation 8

Partner with the states and territories on a 5-year plan to make
it easy for people to find and do what they need to across all
levels of government.

Government agrees to the recommendation.

Government has partnered with states and territories to develop a life events model to make it
easier for people of Australia to access the services they need across all levels of Government.
Getting married, having a child, retiring or death of a loved are some examples where joining up
information and services can help the experience people have with government.

The Commonwealth will lead the implementation of recommendations of the cross-jurisdiction
program Life Events Review in collaboration with states and territories through the Data and Digital
Ministers Meeting (DDMM), as part of a renewed National Life Events Program.

Data and Digital senior officials from the Commonwealth and all states and territories agreed in
May 2023 to the establishment of a Data and Digital Ministers Meeting (DDMM) working group
with representatives from all jurisdictions, to lead work to develop a 5-year plan that provides a
coordinated approach to digital service delivery and joined-up experiences for people using them.

Government notes the scope of the state and territory plan would expand beyond myGoyv, as noted
in the Audit’'s recommendation by covering digital service integration across all digital services, not
just those limited to myGov. The plan would leverage existing Government efforts on life events,
Digital ID and verifiable credentials. The plan will intersect with the roadmap for myGov as outlined
in recommendation 5.

Working with states and territories to connect tiers of government services

The Birth of a Child trial is delivering a streamlined experience, in select sites, for birth
mothers to enrol their newborn with Services Australia. The trial aims to reduce the burden
of filling out forms and interacting with government by re-using data government already
holds. The future of the trial intends to enrol newborns in Medicare, streamline family claims
with Centrelink and assist in registering births with state-based Births, Deaths and Marriages
registries. With consent, data is exchanged meaning birth mothers will no longer have to
complete three forms, and interact with three government organisations to register their
baby for services.
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Recommendation 9

Design and build myGov in alignment with a refreshed and
enforced Australian Government Architecture, incorporating the

===0Design System and the Service Standard.

Government agrees in-principle to the recommendation.

Government has released a vision for scalable, secure and resilient architecture, through the Data
and Digital Government Strategy.

Government continues to support the development of the Australian Government Architecture (AGA)
—a collection of digital artefacts and guidance materials to align to the digital direction of government.
Government will expand the AGA by incorporating new policies and standards that will improve
interoperability and inclusion of digital services addressing gaps in the digital policy landscape.

Government will take the lessons learnt from the previous design system and consider how this
can be refreshed to be used by partner services to support more seamless and connected services
with myGov.

Government has updated the Digital Service Standard to set the requirements for how to design and
build digital services for the community, business and employees that are user-designed, inclusive and
measurable.

Following advice from the Australian Signals Directorate’s Australian Cyber Security Centre,
Government does not support the recommendation to publish open-source code due to cyber
security concerns of such an approach.

Government notes a collective approach will strengthen safety and security, and reduce the risks
of cyber-attacks, imitation, and phishing of sign in pages. A whole-of-government approach to
reviewing and maintaining the security and resilience of myGov and its partner agencies will be
progressed to support the expansion of myGov.

Strengthening Australia’s cyber security position

On 3 July 2023, Australia’s inaugural National Cyber Security Coordinator (the Coordinator)
commenced. The Coordinator, together with the National Office of Cyber Security (NOCS)
within the Department of Home Affairs, serves as a focal point for Australia’s strategic
response to cyber security threats, challenges and opportunities, and will work closely with
industry and critical infrastructure owners and operators to build a cyber resilient Australia.

Government will soon release the 2023-2030 Australian Cyber Security Strategy, which
commits to Australia being a world-leading cyber secure and resilient nation by 2030.

Prime Minister of Australia [website], accessed August 2023 <https:www.pm.gov.au/media/appointment-national-cyber-
security-coordinator>

Australian Government Department of Home Affairs [website], accessed August 2023 <https:www.homeaffairs.gov.au/
about-us/our-portfolios/cyber-security/strategy/2023-2030-australian-cyber-security-strategy
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Recommendation 10

( 1"\ Services Australia develop and adopt a new world-class approach
to service and support to government agencies utilising myGov.

Government agrees in-principle to this recommendation.

The Government’s ambition is to shift myGov to be the primary front door for government services,
where possible and appropriate. Government acknowledges the need for myGov to be the most
responsive and contemporary part of the delivery system, including making pragmatic changes

to ensure myGov is offering contemporary support and solutions to agencies. Government will
progress work to develop a new approach to enable the opportunity to build once and use many
times to meet the needs of a range of service delivery challenges.

It will also provide an opportunity to explore government services being delivered in new, non-traditional
and flexible ways that avoid additional costs to Government through the development of duplicated
and bespoke solutions and deliver a better service for Australians. Initiatives such as the Digital
Traineeship Program will ensure that Government is positioned with the skills needed to deliver
digital services.

Government, through Services Australia, will review the current approach to development and
operations and explore options and feasibility for a whole-of-government approach to the design,
development and delivery of products for myGov.

Digital skills for the future of Australia’s economy

Government has established a Digital Traineeship Program, with placements for 1000 digital
trainees over the next 4 years. Further, Government is also exploring a digital and data
internship program, and further initiatives to build the capability needed and attract and retain
data and digital skills in the APS to meet the growing emerging skill need.
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